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!MarCrypTac
ln modern tactical scenarios, sophi5ticated radio communications
play an ever-increasing role in the transmiss on of large amounts of
strateqic and intelliqence information. Absoiute security of this vital
data is of paramount importance to the modern army. The use of
low-grade security devices, such as analogue or digita scramblers,
can no longer beconsidered effectrve again5t the advances in analysis
techn ques. lndeed, the use o{ such equlpment is llkely to be worse
than employlng no security at all s nce when they are deployed, users
tend to speak more freely in the falsely secure environrnent that rs

created. Hiqh-qrade digital encryptlon is therefore an essential part of
any connmunication network.

MarcrypTac is a minature secure speech encryptron device, designed
specifically as an add-on unit to existing cornbat radio systems to give
full diqltai cryptoqraphlc prqtection - defying even the most
sophrsticated computer interception techniques. What's rnore,
MarcrypTac can be eas ly removed frorn the rad o,thereby ensuring
that highly classified encryption equipment need never be left
unattended, whrle st ll a iowing the radio system to be used in the
'unsecure'mode.

Marconr are world leaders ln digital encryption technology and
MarcrypTac is the result of years oI research and development rn thrs
vital field of advanced digital electronics- MarCrypTac ls a compact,
flexible device that will transform any currently unprotected network
into a totally secure, state-of-the aft encrypted system.

MarcrypTac offers a host of advanced features that make lt high y
suitable for deploynrent in any modern rrilitary rad o network
name y;

High grade speech encryption

Defies any known sophistlcated analysis techn que

Maximum long term voice security

Compact, rugged and reliable

Cost-effective and easy to install

16 Kbit/sec data rate {or high qua ity speech reproduction

Storaqe for 10 different key variables

Fu ly automatic synchronisation

Zero error extension and negligib e range degradation

Selective call faclllty

Advanced key management system

Smallenough to be carried n-a-pocket
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WPICAT APPLICATTONS

Fully secure battlef ield communications

lntegration of new generation Scrrnitar and Minstrel radlos into
exist ng net

Personal communrcations securty

Link encryption

Diqital telephone encryption

UNIVERSALLY COMPATIBLE

Whrlst MarCrypTac was deslgned to operate with the PRC77 and
VRC353 tacticai radio systerns, it wrll interface w th any radio or
system having a 16 Kblt/sec data rate. MarcrypTac's modular
construction enab es easy tailoring to ndividual requirements.

[,4arCrypTac ]s espec a ly suitable for cornbining with the latest
qeneration of Marconi mrlitary radros, namely SCIM TAR V dnd M, for
integratron rnto modern networks. Thus the secure capabilities o{
Scimitar and the Minstrel system (handheld radio, base stat on,
rebroadcast) become available to l\larcrypTac u5ers.
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[/larCrypfZrc
UNIQUE FILL MANAGEMENT SYSTEM

For a h gh grade cryptograph c system h gh security key
management is as mportant as the strength of the encryption
a gorithms. Marconr therefore offers a versati e and secure key
management system to suppod MarCrypTac.

The Fil Management Un t (FMU) is used for automatic or manua
generat on of key var ab es t a so prov des fac I tles for storaqe,
recovery and checking of key variables together w th other contro
fu nct ons.

Key variab es are transferred from the Fi I Management Un t to
lvarcrypTac by means of a F I Gun. The Fi I Gun is a pocket s zed
devicewh ch can be carried to the operat ng s te of N/larcrypTac tis
a so poss ble to load key variables d rect y from the FVIU nto
Ma rCrypTac

Transfer of key var ab es between FMU, F I Gun and MarcrypTac s

by means of an opt ca interface, therefore avo ding the prob enis
associatedwithe ectrca connect onsuchascontactwear, d ft and
corros on, EMl, etc.

Specifications
CRYPTOGRAPHIC
MODESOFOPERATON
ClEirand secure vo ce Nafdupexoperation
CONTROT FUNCTONS
on/offVo uflre, Transm t, kcyvarab€ se ec1, Mode se c.t
ENCRYPTON PROCE55
D q 1!l b t-by b t encrypt on !s nq I nenr.nd non inear og c
KEY VAR ABLE LENGTH
I 28 b ls Th s qrves 2'':s keys av; ab c Lo the !5cr
NO OF KFYVARAB F5 STORFI)
5 n u ldneou\ 5rorrge ^f !p t. l0l€\ .a .b €5
MFTHOTJ OF KFY VAR ABt F ENTIIY
or'r "'orp q o "vo \,' l"_! r 'o !
s Na RON 5Al ON
A!tomat c D! n-a.ns ol rc.r!rdant,Y coded pre.mb -. al the s1.rt olr lrrnsri ss o r
Opt on. rcsyrcl rori sri on b!rst; d!r .! .ress.ge
ELECTRICAL
NTERFACES AUD O
OLrt.Ln 0 4Witls nto.40ohm o.d
nprit ICC c rcu't a ows the l]se ol. w de v.i,atv o1 m.ropho.es, h.ndset5.n(l
headsel5
NTERFACEs RAD O
nterf:.es;reprovrdedlorerLherlhePRCT/.rthcVRCl5lr..loOth€r.terf.r.erirc
.rva .bll] orr reqLren
POWER SUPPLY
l0 vo t, to l2 vo t5 DC
100 mir
lTvotlthru..b.tteryprolrderkeyv.rraborctcntonfth€absei.eofn.npowerlor
I year

PHYSICAL
SZE
He oht 170mnl
Depih 50mm
Wrdth 88mnl
WEIGHT
800 grammes
ENVIRONMENTAL
Reevant se(lions of DEF STAN 07 55
OPERAT NG TFMPERATURE RANGT
-30' ro 65"C

MAINTENANCE & SU PPORT

Marcon is ab e to offer rna ntenance a.d support fac ties to
match any custorner requ rement rangrng from factory repa r of
fau ty un ts to ba5e repair to component eve Fu I techn cal and
maintenance manua s are avai ab e and Marconi w I prov de
training Jor custorner personnel. A range of suppon test
equ pment s also avai ab e, inc uding spec a manual test
aqL p^ eT o' [L l\ d.{o^ or . le r ao . o't a t

MarcrypTac itse f has been designed specif ca ly to permit rap d
maintenance of units rn the field if necessary

Marconi
Secure Radio
Browns Lane, The Airport
Portsrnouth, Hants PO3 5PH
Telephone: Porrsn'routh (0705) 664966
Telex: 869442
(A Division of Marconi Defence Systems Llmited).
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Th sdoclme.t gNes o.ly a general des(iption ol rh€ products or3eto(es afd 5hal not form partof
afvcontract From t me to t me .ha.qe5 may be made ntheprcdu.teor1heco.dLlon5olslpply
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