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TMARCRYPMU
MARCRYPMUX - A flexible system to meet all secure
communication applications. In today's environment of
advanced communications technology in the Military, Civil
and Commercral Sectors, the need for highly sophisticated
encryption is paramount. Advanced electronics give greater
ease o{ access to large amounts of vitai. classified
information travelling both by radio and line communication
systems. Therefore, the modern military, governmental and
industrial organisation needs to arm itself with unbreakable
cryptographic equipment as an integral part of any
communications systems.

Marconi are among the world's leading exponents in the
field of high-speed bulk encryption and cryptographic
techniques. lvlarcrypmux is the result of years of research
and development into this highly sophisticated technology.
Marcrypmux is an on-line bulk encryption device designed
to provide long-term, high grade security within duplex
synchronous data systems. lt incorporates the latest digital
encryption techniques and is suitable for a wide range of
applications. lt con{orms to all military operational

parameters and standards. Marcrypmux is also Eurocom
compatible and is available to meet commercial
specifications.

Very high security for bulk data transmission
Defies any known sophisticated computer analysis
Modular internal design for maximum flexibility
High security, versatile key management system
Built-in super multiplexing facilities
Military or commercial specifications available
ATE and field test support facilities
High reliability and ease of maintenance

TYPICAL APPL|EATIONS
Military Radio Relay
Military Operations Room
Military Satellite Links
Microwave Links
Video Conferencing
computer systems

IDEAL TOR ALT MILITARY AREA
COMMUNICATION SYSTEMS
Marciypmu. s specifi.aly d€signed
for!5ew1h m itdrydqlal
nrultiplexeis and to sLrpport modern
drortal rad;o .elav slnems H€re 1 i5
sh;w. nsta led w th th-" Ma,co.r
GRO83 system Howev€r, ts fl€xible
modular connruction allows ( to be
sper { ed {or the €n(ryption/
decrypiion ofany bulk diqita data

5trearn Two veBions sinoLe and
fn,n .hanne :.e:v:;lihl; Fi.h 6t
which c€n b; provided wth
nte.{ace5 ta lored lo specrfic

Exa cily th€ sa me eq ulp ment, optlons
and nierfaces are available to the
commerclal user w !h the
approprlate connectrng and caring

!]IGH GRAD! ENCRYPTION
Marcrypmur emp oys a full drqrta
encrypton process rn wh ch the
message data for tra.rsm s3ion is
comb ned with the output from a
comp ex d g tal keynream generator
to produce a slgnalwh ch cannot be
and vsed bV anV lnown mean5
Decrypt onof the lransm ttedddt. s
on y poss b e by a Marcrypm!,
whi.h .onr: ns ihe qmc lcv

var.be as the en.ryptor The key
var abe is known only to th€ user of
the equlpment and can be select€d
from an exiremel\/ arq€ nLrmber of
available keys
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UNIQUE KEY MANACEMENT SYST€M
Fora high g rade .ryptogra phic synem high se.urity
[ev man.oement q as rmoo.iant:r rhF
strength o1 the encryprron a qonthms lVarcon
therefore offeE a versat le and se.!.e
key manaqement syst€m to support

The reyManagement Unrt
(KMU) s Lrsed forautomatic or
m.nua oeneration of lev
variables- ll also prov des'

re.overv afd checl nq of
key van;b es loqerhei

Key Management
lJnltto Mar(lypmux by
meansofa F llcun The
Fil Gun sa po(ker'sized

transported to the operatlnq
srte of the Marcrypnrux.
Two ve6lons of FillGun are
availabie; on€ holdsa sinqle key
va able and the other holds a
complete set of 8 key variables
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lransfer ol ley varables herween
rMU ard FillGun or FillGun and
Ma(rypmu\ is by means ofan optcal
interface. therefore dvordrnq the proberns
.ssoclated wilh electr ca I con nection such as
<ontactwear, dirtand coffosion, EMl, eic.

MA]NTENANCE AND SUPPORT
ntenance and suDDod faciliues roMarconi isabletooffermaintenanceandsupporr

mdtch a ry .Jsto..er 'equ' e-"1r rdng .rg 1om la(to^/.epa I
,' ldLh/ J"rt,lobds..poa r'oLo-po-rel-r le/e, FJ ItF;h-r€,o'ldLh/J"rr,tobds..paa' oLo-po-rpl-rle/e, FJ.ttF;h-r€,
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p o\ de na:1n9 fo crrsromF' pe'so1^e A alqeof.Jppori
r".r "qLipmeni.sal.oav. lable. n(tJdiaq spe( jr (a1L;,iesr

eqjoTFrro luliy "Jlo-;r. test eqjp-eit
Vd.cqp'1u' t5elf ha\ beer des.g1"o spa.,l kly,o pFrn,r

'dod m. rter dr-eofLnrr n (1e,ield t ne essd.j,.
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MARCRYPMU
lvlarcrypmux s an on I ne bulk encryption dev ce designed to
prov de ong term h gh grade security on dup ex synchronous
data systems. lt ncorporates the latest digita encryption
techn ques and is capable of accept ng data rates up to 2048
kbits/s t is specifical y designed for use with m I tary diglta
multiplexers such as the Marconi N/lux 983 and s Eurocom
compatible

The sequence generator comb nes soph stlcated I near and
non-l near techn ques to produce sequences wh ch have a

any addit ona fram ng data. Data rates
can be set anywhere up to 2 5 Mb ts/sec
for pa(icular requ rements

INTERFACES
Standard channel and ine nterfaces
conform to Eurocom spec f cat on D/1
However, e ther version of Marcrypmux
can be supp led with nterfaces tai ored
to a spec f c requ rement, e g. CC TT,

G701, H DB3 etc

rNrTtALtSATION (M ESSAG E KEY)
For high securlty ls lt essentlal that each
new transmiss on uses a different portion
of the key qenerator output stream For
this reason lvlarcrympux contains a higl'
qual ty true random no se source wh ch s

used to nit alise ts transmit key
generators at the start of each new
tTan5m ss on

ENCRYPTION
Marcrypmux employs a h gh grade d g tal
encrypt on process. Encryption/
decrypt on s by means of modulo 2
add t on of the Plaintext/c phertext

minimum guaranteed sequence length of 250 b ts in durat on
Th s is equivalent to over 69 years continuous use on one key
settlng at a data rate of 512 kb ts/sec.

n addit on to the great sequence length there are 2r23 key
variables avai ab e to each customer The key setting nformation
ls supp ied from two sources, front pane controls, and from a

remotely ocated KMU

Iransler of n{ormat on between the
KN,4U and Marcrypmux is ach eved by the
use of an optica ly coupied Fll cun
N,4arcrypmux can store up to eighl f ls,

each of which can be var ed n the field f
necessarV bV the front panel controls. The
key sett ngs prov ded are guaranteed to
b. ob:ol_-., L ,q . o Fd, h , .. or.r
n add tion to prov ding ong ter.n h gh
grade secur ty the Ny'arcrypmux acts as a
super rnu tip exer enab ng a user to
connect up to eiq ht Mux g8fs n a parale
stack (l 2 0 channe s), for encrypt on pr or
to transm ss on over the GRO83 rad o
re ay

5IN6LE CHANNEUFOUR CHANN EL
Two standard vers ons of Marcrypmux
are ava ab e
The s nq e channe vers on ha5 one nput
on y at the channe interface wh ch wi l

hand e data at iates o1256,512, 1A24 at
2048 kb ts/sec The four channe vers on
has four channel nputs and acts as a

super mu tip exer. lt can accept up to 4
nputs at e ther 2 56 or 51 2 kb ts/se.. and

qenerates a composrte bulk rate without

and the output of a sophist cated Key
Generator The process used produces no
error extens on thus permitting the use of
MarcrypmLrx on h gh cror rate nks
lndependa nt key generators are provided
for the transmlt and rece ve sides
The key generator sequence rn

Marcrypmux is var ed by means of a key
variable which is 144 bits ong. This qives
a tota of 2raa d fferent key variab es. Of
the 144 b ts, l6arepreprogrammed
uniquely to each.ustomer This ensures
that no two customeTs can, even
a.. d. t"l l. I 6-l.F cdr " le/ ."'dbl<
The rema ning 1 2B b ts are set by the user
employinq our Key Manaqement System
The four channe vers on of N/larcrypmux
a so has front panel selectors which allow
rapid variat on n the f e d of I6 bits of key
var able.
Bothversionsof Marcrypmuxw I ho d B

complete keyvar ab es, selectable for use
on ll-o ' 01 pd1.l ^ oacl -p od Fry' r.

provided to ma nta n key var ables n the
absence of primary power to the
equ pment



MARCRYPMU
KEY G EN ERATORS
The strength of the protect on provided by Marcrypmux s

dependent on, among other factors, the nature of the key
generators Two characterlstics are essential to good secur ty:
(a)The key stream must be very lonq, w thout repet t on, so that
an nteceptorls notalowed repeated sten ng to sect ons of
c phertext us ng the same key stream
(b)The key stream must be generated ln such a way as to make
anayss, fnot mposs b e, then so d f{ cult and t me consuming
that t s not pract cab e
[/]arcrypmux explo ts two techn ques to prov de these essential
characterist .s sepa rately and then comb nes them to give a key
strean'r that ls both very ong and very comp ex. L near ogic is

used to guarantee the ength of the key stream and non inear
oq c prov des the comp ex ty
The inear og c section operates n a closed oop to produce a

mathematica y guaranteed ongsequence ength
The non lnear loglc processor operates open loop, process ng
the near og c sequence in a very comp lcated way, produc ng
an output that cannot be ana ysed by a ny r.ethod known to the
des gners Eachbltof theoutput sdependentonanindefinabe
large n umber of prev ous b ts of the fi lto the I near og c sect on

SYNCHROti ISATION
To establ sh a nk the rece ve key generator must be
synchron sed to the transm t key generator. N/larcrypmux
ernploys the EUROCOM house keep ng s gna to in t ate the
sync process Once n t ated by the assoc ated .hannel
equ pment, synchron sat on is fu ly aLrtoriratic No operator
act on is necessary
N/larcryp.nux wi lsynchron se extreme y qu ck y even n h gh b t

error rate conditions Sync search and con{irm t n'res can be
programmed to suit any spec a system requirement

BUILT-IN TEST & ALARMS
Marcrypmux has a nun'rber of bu lt ln test features and a arms
whlch permit rapld ocat on of fau ty units w thout other test
eq uipment
A LOOP switch s provided wh ich co n nects the outp ut clphertext
to the nput ciphertext

A TEST mode is provided which prov des nternal clock
generatlon and sync sequencing These two fac I tles together
with a n!mber of status ndicators perm t rap d locat on offau ty
un ts

Bu t n a arms are a so prov ded to mon tor interna operat on
and warn the operator if a rna functlon s detected The rna n

ala rm monltors the operatlon of the transm t key generator for
correct encryption. Any d screpancy causes output c phertext to
be lnh b ted and an alarm indlcat on g ven. This a arm a so closes

a re ay contact between two front pane term nals to permit
remote a arrr indicatlon. Further a arms mon tor the operat on
of the noise source and check for the absence of nput data

CTOCK REGEN ERATION
nter{aces in standard opt ons operate to EUROCOM D/l

spec f cation in wh .h nputdataisaccompaniedbythe
appropr ate c ock t rn nq s qna

A reconstltutor ls aval ab e as an option for Marcrypmux whlch
pern'rit operation in systems w/h ch do not prov de a c ock signa

The datd here s lor stdndard options Variants can be prov ded n most cases

SPECIFICATIONS

Mode of Operat on

Traff c Rates Channels de

Line side

lnterfaces

Power Supply

S ize

Weight

Operatlng Tem perat! re Range

Storage Tem peratu re Range

Env ron menta

Key Variables

Back up battery f etime

Single Channel Version
Ful d u plex, on line

256, 51 2, 1 024, 2048 kbits/sec

256, 51 2, 1 024, 2048 kblts/sec

To EU ROCON/ D/1 Specification

T 10 or 230V a.c. malns

5ol6a Hz

2 1 watts

Height'134mm

Depth behind front
pane 414mm

W dth 483mm
I3kg

-40"C to + 55"C

-40"C to +70'C
Relevant sections of DEF STAN 07 55

B stores T 28 bits each

6 months

Fou r Channel Version
Fu dup ex, on ine

2 56, 512 kbits/s-.c

256, 51 2, 1 024, 2048 kbits/sec

To EUROCOM D/1 Specification

Tl0or230Va.c.mans
54160 Nz

w th automatic changeover to
DC 1 7 to 33 vo ts 35 watts
He ght T 78mm

Depth behind front
panel300mm

Width 483mrn
16kq

-40"C to +55'C

-40"C to + 70'C
Re evant sectlons of
DEF STAN 07 55

8 stores I 28 bits each

6 months
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